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Abstract

Nowadays, image manipulation algorithms are increasingly being used even by people who do not have any deep knowledge of
technology, and one can easily find an application to manipulate face image for various purposes. After the development of image
processing algorithms, the research community highlighted the need to develop a technology that detects image manipulation, but it
did not highlight the recovery of the facial region after manipulation localization, which would be very useful in practical applications.
In this paper, a new face image modification detection and recovery scheme based on image watermarking and bicubic interpolation
algorithm is presented. Several experiments were conducted to evaluate the performance of the proposed scheme, which proved its
effectiveness in generating high-quality watermarked images, detecting different types of manipulation, localizing the manipulated
blocks in the face region, and restoring the face region with good visual quality. A comparison with the latest detection techniques
demonstrates the superiority of the proposed scheme.
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I. INTRODUCTION

In recent years, technological advancements have increased the sharing of digital images via internet in almost all fields, as it has
become an essential part of many businesses to overcome distance constraints, test different systems and documentation processes,
share memories, and others. Since these images are shared through the internet, these images are exposed to manipulation by
individuals or institutions [1], [2]. In late 2017, the term 'DeepFakes' was used to refer to an algorithm that was used to transfer
celebrity faces into pornographic movies [3]. Later, the term 'DeepFakes' was coined to describe facial image alteration algorithms
based on Machine-Learning (ML) and Deep Learning (DL) algorithms [4], [5].
Face image manipulations can be classified into two types. The first type called malicious attacks in which images are manipulated for
malicious purposes such as extortion, defamation, and dissemination of false news [6]-[8]. The second type called harmless attacks in
which manipulation is applied for good intentions such as facial beautification, adding funny stickers, hair coloring and others.
Although the intentions are different in both cases, both cases are considered facial image manipulation. Given the seriousness of
malicious attacks on human privacy and their categorization as cybercrimes accountable under the law, researchers have increasingly
sought ways to detect manipulation to preserve privacy and preserve facts from manipulation [9]-[11].
Many algorithms have emerged to detect facial manipulation and detect whether an image is intact or has been manipulated [11]-[13].
However, the previous methods suffered from several problems that can be summarized in the following points:

»  Previous techniques required large sets of high-quality data for training purposes [14], [15].

*  The need for knowing the type of manipulation applied in order to choose the suitable detection technique [16]-[18].

»  The high complexity and time-consuming process required for training networks [19].

»  Generating high-quality fake face images that are difficult for the trained network to detect [20].
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The available detection techniques cannot recover the face region if manipulations are detected. The possibility of retrieving the
tampered part upon detection of tampering will be very useful in the field of facial image authentication, especially in the fields of
military and forensic analysis. To overcome the limitations and to provide the ability to recover the original face region after
manipulation detection. This paper presents a new face image authentication scheme based on image watermarking and bicubic
interpolation. According to the practical experiments that were conducted, it was found that the bicubic method gave the greatest
results, Compared with the detection and recovery system. The contributions of this research can be summarized as follows:
»  Counter to most of the previous techniques, which can only detect one form of manipulation, the proposed system
can detect many types of facial image manipulation.
»  The proposed scheme has the ability to recovery the image of the original face upon detection of tampering, while
previous techniques did not address this idea.
*  The ability of localizing manipulations while most of the available schemes cannot localize the manipulated region.
« Counter to previous techniques that depend on deep learning and that require large data sets for training, the
proposed scheme does not need training at all.
The rest of the article offers the suggested algorithms in the second section, samples of the experimental findings and their discussion
in the third section, and finally the research conclusions in the fourth section.

Il. RESEARCH ELABORATIONS

The suggested approach is made up of two major algorithms: embedding and extraction algorithms. The manipulation localization and
recovery information are created from the face region and embedded in the area outside the face region on the embedding side. The
embedded information is collected from the area outside the face region and utilized for localizing manipulations and recovering the
face region if manipulations occur which is performed on the extraction side. The recovery information from face region are generated
using bicubic interpolation algorithm. The details of the proposed algorithm are explained in the following subsections which are
applied from two aspects as follows:

A. Proposed bicubic based embedding algorithm.

The proposed embedding algorithm is applied at the sender side in which the input is the original face image Ir(M X N x 3) and the
output is the watermarked face image I, (M X N x 3) where M is the height and N is the width of the image. The details of the
algorithm are explained in four stages:

« Stage 1: In this stage, the original image is being read and the face region is identified using Multi-Task Cascaded
Convolution Neural Networks (MTCNN) algorithm [14]. As shown in Figure 1. The block diagram of stage 1 is shown in
Figure 2 and the details of the algorithm are explained as follows

1. Read the input image I;(M X N X 3).

Apply MTCNN algorithm to detect face window, the output of this step is modified to select the pixels of the face region.

3. Generate black and white (BW) image of size (MxN) in which the pixels at the face window are set to ones and the others

are set to zeros as shown in Figure 1.

Apply bicubic interpolation with scale value (0.5).

5. Select one channel from the face region and convert it to binary then concatenate the binary bits to obtain one binary
sequence.

6. Repeat step 5 to the remaining two channels and calculate the length of the resultant binary sequences.

N

e

MTCNN Mask Image

BiiAu

Figure 1: Detect the face window and generate BW image.
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Figure 2: Stage 1 of the proposed bicubic based embedding algorithm.

+  Stage 2: In this stage, the I, and BW images are considered as inputs, the block diagram of the stage 2 is shown in Figure 3.
Each channel image is divided into non-overlapping blocks of size (16 x 16) pixels. The same process is applied to BW, and
then the blocks of BW are averaged to classify the channel blocks into two groups of face area blocks and non-face blocks.
When the average of the BW block is not equal to zero, the channel block at the same position is classified as the block of the
face area, otherwise the block belongs to the group of non-face blocks.

Face blocks
Divided each channel image from face Classify the blocks
Face image and N image into non-overlapping L, into two groups that
BW blocks of size are face blocks
(16 x 16) pixels and non-face blocks
.| Non-face
blocks

Figure 3: Stage 2 for the proposed bicubic based embedding algorithm.

« Stage 3: In this stage, face blocks are the input to generate the localization data. The block diagram of this stage is shown in
Figure 4. And the details of the algorithm are explained as follows: Attend conferences, workshops and symposiums on the
same fields or on related counterparts.

1. To generate the localization data the value of each face block that connects to the resulting binary face region sequence from

stage 1 is averaged.

2. The resulting binary sequences are then connected to form a single binary sequence. BCH (11,15,1).

3. Modify coefficients to carry the binary sequence.

Modify coefficients to
—>» carry the bianry
sequenc

Convert to binary and

Face blocks =™ bply BCH(11,15,1)

Figure 4: Stage 3 for the proposed bicubic based embedding algorithm.

« Stage 4: In this stage, the non-face blocks are input for this stage. The block diagram of this stage is shown in Figure 5. And
the details of the algorithm are explained as follows:

1. The non-face blocks transformed using the SLT matrix of size (16x16) as follows:

Tnon-faceﬁBIock= [SLT16] [ non-face_BIock] [SI—T16 T]

where Tpon-face Block r€fers to the transformed non-face_Block, SLT;s refers to SLT matrix of size (16x16), and SLT g T refers to

the transpose of SLT .

2. Then the resulting SLT coefficients are divided into 4 subsequent (i.e., HH, HL, LH, and LL).

3. Subsequent result is included in subbands (HL and LH) of the SLT using the watermark embedding rules that were applied to
the non-facet blocks.

4. After applying the inverse SLT transform to get the non-face watermarked blocks.
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5. Then construct the watermarked channel image from the face blocks and the non-face watermarked blocks.
6. The steps are repeated to obtain the second and third channels with the watermarked face image, and create Watermark the I,
face image from the output watermarked channels.

Result is included in subbands

= (HL and LH) of the SLT using Applying the inverse SLT
Non-face blocks > Fransform bloc!(s using SLT —>»{ the watermark embedding | transform to get the non-face
matrix 3
rules that were applied to the watermarked blocks.

non-facet blocks.

Construct the watermarked
channel image from the face
blocks and the non-face
watermarked blocks

Repeated to obtain the
Watermarked face image <— second and third <
watermarked channels

Figure 5: Stage 4 for the proposed bicubic based embedding algorithm.

B. Proposed bicubic based extraction algorithm

The suggested extraction technique is used at the receiver side, with the watermarked face picture as input and the result of face image
authentication as output. The details of algorithm are explained in three stages:
« Stage 1: In this stage, the input of this algorithm is watermarked face image. The block diagram of this stage is shown in
Figure 6. And the steps of this algorithm are as follows:
1. The watermarked channel image and the mask image will be read.
Apply MTCNN to detect the face box. As a result of this step is done select the pixels of face blocks and generated BW.
3. After read one channel from input face image, the channel image and mask image will be divided into non-overlapping
blocks of size (16x16). The same procedure at the embedding side is repeated in this stage.
4. The average of mask image blocks will be calculated and the channel blocks will be classified into two groups called face
blocks and non-face blocks, The mean of the face blocks will be calculated and save them for later comparison steps.

E & F ©

N

Apply MTCNN face detection Select the pixels of face block Read one channel from input

Input watermarked face image |—> algorithm and generate BW face image

Face blocks

Classify the blocks into two Divide the channel image and
groups that are face blocks j&—i BW into non-overlapping
and non-face blocks blocks of size (16x16) pixels

Non-face blocks

Figure 6: Stage 1 for the proposed bicubic based extraction algorithm.

»  Stage 2: This stage is divided into two parts. In part 1, calculate average for each block in face block for compare extracted
and calculate data for used later, in part 2, the non-face blocks are the input for this stage and transformed it using the SLT
matrix of size (16x16). As shown in Figure 7, the steps of this algorithm are as follows:

1. Transformed the non-face blocks are using the SLT matrix of size (16x16). The same procedure at the embedding side is
repeated in this stage.

2. The data extraction algorithm is applied in this stage to extract the binary sequence that has been embedded in the blocks
outside the face region. The extracted binary sequence is separated into two sub-sequences one for localization and the other
one is for recovery.
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Figure 7: Stage 2 for the proposed bicubic based extraction algorithm.
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« Stage 3: In this stage data from the first and second stage are used for compare rustle. As shown in Figure 8. And the steps of
this stage are as follows:
1. From stage 1, the average values of the facial area masses are calculated.
2. From the binary sequence extracted in stage 2, the mean values are retrieved
3. Compare the extracted and calculated average values to detect manipulations. If the average values for the image block are
equal then the block is authentic. If the average values are not equal then the block is considered unauthentic, the block is
localized by drawing a border on its pixels and the procedure continues to recover the face region.
4. Repeat the steps to reveal manipulation in the three channels of the watermarked face image.
5. Recovery face region, recovery is explained in the following steps:
The binary sequence is read for one channel.
Divide the binary sequence into consecutive sequences of (8 bits).
Converts subsequent binaries to decimal to recover the resized channel.
Repeat the previous steps on the second and third channel.
Finally, the bicubic interpolation algorithm with scale value (2) is applied to the retrieved resized face region.

scheme.

Compare the
extracted and
calculated data

Recovery sequence

[The channel image
is authentic

[The channel image
is not authentic

Read binary Divide binary sequence sucl:)s';vi';zt
sequence for f—> into consecutive —> binar?es g
one channel sequences of (8 bits) decimal
Repeat the
Apply bicubic previous steps
?:f:vfewig]: «— interpolation algorithm [€— on the second
g with scale value (2) and third
channel

Figure 8: Stage 3 for the proposed bicubic based extraction algorithm.
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RESULTS AND DISCUSSIONS

To test the performance of the proposed scheme, several experiments were done using different test images. Figure 9 shows sample
test images that contain images of different sizes in terms of size of image and size of face area. The following subsections present and
discuss the experiments, followed by a general comparison with the most recent schemes to prove the efficiency of the proposed

Img_9

Figure 9: Sample test image
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A. Capacity and payload test

Capacity refers to the total number of bits that may be stored in the non-face blocks, whereas payload refers to the length of the binary
sequence produced from the localization and recovery data. Table 1 shows the results of this experiment for the sample images
presented in Figure 9. The results show that the larger the face area, the greater the payload, and vice versa. The capacity is
determined by the size of the face area within the image, as the capacity increases as the size of the face decreases relative to the size
of the original image, and vice versa.

Table 1: Capacity and payload test results

Image name %'(Z;ee ?r;;gz S'Zia%fed;rt:;ted Payload (bits) | Capacity (bits)
Img_1 360x540x3 112x80x3 24960 43392
Img_2 408x612x3 112x96x3 29952 57216
Img_3 339 x509x 3 80 x64x 3 14336 39744
Img_4 365 x473x 3 112 x80 x3 24960 37760
Img_5 408x 612x 3 96 x80x 3 21440 58112
Img_6 351x492x3 64 x48x 3 8640 39040
Img_7 612 x506x 3 128x112x3 39936 70784
Img_8 339x509%3 128x96x3 34240 37632
Img_9 1667x2500%3 464x384x3 494144 990336
Img_10 742x1320%3 160x128x3 56960 235072

B. Visual quality and time complexity test

The visual quality of the resultant watermarked images has been evaluated using Peak signal-to-noise ratio PSNR in decibel between
the original face image and the watermarked image. The time complexity has been calculated for the embedding and extraction
algorithms using the tic toc command in MATLAB software.

The computer in this experiment has the following characteristics: Core TM i7 CPU 2.60 GHz Intel® and 8 GB memory. Table 2
displays the findings, which demonstrate the suggested scheme's effectiveness in producing high-visual-quality watermarked image.
The time complexity test results demonstrated that the embedding time is less than the extraction time.

Table 2: Visual quality and time complexity test results
Image name PSNR (dB) Embedded time (sec.) Extraction time (sec.)
Img 1 47.232388 0.895500 7.982903
Img 2 48.092879 1.113970 3.524042
Img_3 49.986716 2.962385 218.007269
Img_4 39.185097 2.684002 16.578812
Img_5 49.639893 0.870363 7.450810
Img 6 42.850258 1.133967 16.639052
Img 7 47.562535 0.778159 2.038819
Img_8 42581882 3.587124 24.023276
Img 9 46.024388 0.831364 5.83066
Img_10 45.87782 1.008750 15.998195

C. Face manipulation localization and recovery
Watermarked facial images were manipulated using various attacks such as retouching, attribute attacks, face swaps, expression
swaps, and morphing to test the proposed scheme's ability to detect facial area manipulations and restore the original facial area when
manipulations are present. Sample findings are provided in Figure 10 to Figure 12, demonstrating that the proposed approach can
localize the altered region and restore the original face region regardless of its size.

-\%; Y -\V; v | FRIRYY
Manipulation Reveal
1 Img_1

Watermarked Img_1 Manipulation Img_1
{

N
|

-
|

]

Recoverd face
Img_1

Zoomed Manipulation
Im;

Figure 10: Manipulation localization and recovery attributes attack of test image ‘Img_1".
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Figure 11: Manipulation localization and recovery expression swap of test image ‘Img_2’.

™
Manipulation Reveal

Watermarked Img_3 Img_3

Manipulation Img_3

Zoomed Manipﬁlation Recoverd face
Img_3 Img_3

Figure 12: Manipulation localization and recovery retouching attack of test image ‘Img_3’.

D. Comparison with the state-of-the-art schemes

Because it can detect multiple sorts of manipulations, localize the manipulated blocks in the face area, and restore the face region if
manipulations exist, the proposed scheme outperforms many state-of-the-art approaches. Table 3 compares the proposed scheme to
different facial image modification detection algorithms in general.

Table 3: General comparison of the proposed scheme with state-of-the-art

Scheme Method Various Manipulation Block based Face region
manipulations detection localization recovery
[8], [11] Deep-learning X 4 X X
[13] Watermarking 4 4 v x
Proposed Watermarking + Bicubic 4 4 4 v
interpolation

IV. CONCLUSION

Recently, researchers have shed light on the technique of detecting facial manipulation. Different algorithms have been presented,
but they did not address the retrieval of the face image after detecting and localization the manipulation. This paper proposes a new
practical method for face image authentication through image retrieval of tampered face after detection and localization of tampering
using bicubic interpolation algorithm. The image is divided into non-overlapping blocks of size (16 x 16) pixels. as a result of the
partitioning process, the blocks are classified into face blocks and non-face blocks based on the result of the face detection and
selection process. With watermark embedding technology, tamper detection information is generated from face blocks embedded in
non-face blocks. To gauge performance, pilot tests were run. The suggested technique is efficient at finding various forms of
tampering. After tampering has been identified and localized, the ability of the scheme to recover the manipulated part. Thus, the
proposed scheme is distinguished from previous schemes that operate in this field.
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